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Chapter 1

Extending SandM#&

1.1 Adding an Obfuscator

SandMak is designedto make it easyto add a new obfuscation algorithm. Assumethat we want to add a
new obfuscation ReorderMethods. The processwould be the following:

1. Create a new directory sandmark/obfuscat e/r eorderMet hods.
2. Create a new classsandmark/obfusca te /re or derMeth ods/Reorde rMeth ods.j ava.

3. The ReorderMethods classshould extend oneof the baseclassesAppObfuscator (if the algorithm works
on the entire user program), MethodObfuscator (if the algorithm works one method at a time), or
ClassObfuscator (if the algorithm works on oneindividual classat atime). Let's assumethat our algo-
rithm reordersmethods within one class. ReorderMethods should therefore extend ClassObfuscator
which looks lik e this:

1 package sandmark.obfusca te;

2 public abstract class ClassObfuscator extends GeneralObfuscator {
3 protected ClassObfuscator(S tr ing label) {

4 super(label);

5

6 abstract public void apply(

7 sandmark.util.C las sFile Cdl ection cfc, String classname)
8 throws Exception;

° }

10 public String toString() {

11 return "ClassObfuscator (" + getLabel) + ")";

12}

13}

4. The ReorderMethods classshould look something lik e this:

1 public class ReorderMethods extends sandmark.obfuscat e.Cla ssObfuscat or {

2 public ReorderMethods(Stri ng label) {

3 super(label);

4

5 public void apply(

6 sandmark.util.Cla ssFil e®ll ectio n cfc, String classname) throws Exception {
7 /I Your code goes here!

8 }

9 }



5. Use BCELor BLOATo implement your obfuscation. The cfc parameter represerts the set of classeso
be obfuscated. Useroutines in sandmark.util.Cl  assFile Colle ction to open a classto be edited by
BCELor BLOAT

6. Type makeat the top-level sandmark directory (smark). The new obfuscation should be loaded au-
tomagically at runtime.

1.2 Obfuscation Con guration

To customize Obfuscation Algorithm Application and Obfuscation Level Settings for a whole jar le ,or a
class le and its methods or a method alonethe con gure button in the obfuscation panelis to be used.On
clicking The Con gure button in the obfuscatepanel, a newwindow popsup which is known as Obfuscation
Dialog ,which helps the usersto selectspeci c obfuscation algorthims and obfuscation level .

Metho d Summary

[* Find if a particular algorithm is marked for obfuscation in the case
* of aclass or jar file . Default is that all algorithms are to be applied
* for all classes and methods in the jar file

public boolean IsMarked(String algo,String class_or_jarname) ;

/* Find if a particular algorithm is marked for obfuscation in the case
* of a method . Please specify the signature enclosed in brackets.
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*/
public boolean IsMarked(String algo,String  classname,String methodname,
String signature);
[* Obtain the obfuscation level for a class or jar file. Possible String
15 * values are high , medium, low,none. Default is high
*/
public String getLevel(String class_or_jarnam e) ;
[*  Obtain the obfuscation level for a method .The signature should
20 *  be enclosed in brackets .Possible values are high ,medium,low,none .
21 *  Default is high
22 */
public String getLevel(String  classname,Strin g methodname,Stri ng signature)

N
w

1.3 Adding a Watermark er

Adding a newwatermarking algorithm is similar to adding an obfuscator. Algorithms are loadeddynamically
at run-time, sothere is no needto expilcitly link them into the system.
To create a new watermarking algorithm wnyou

1. create a new directory sandmark.watermark.wm

2. createanewclasssandmark.watermark .wmWMwhich extendssandmark.watermark. StaticWat ermar ker
or sandmark.watermark. DynamicWéger maker. To build a new static watermarker you just have to
implemert two methods, oneto embed the watermark into a jar le and the other to extract it:

1 package sandmark.watermark;
2
3 public abstract class StaticWatermarker
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4 extends sandmark.watermark .GeneralWae rmark er {

5

6 public Staticwatermarker () {}

7

8 [* Embeda watermark value into the program. The props argument

9 * holds at least the following properties:

10 *  <UL>

11 * <LI> WM_Encode_Waterrka The watermark value to be embedded.
12 * <LI> WM_Embed_Jarinput The nameof the file to be watermarked.
13 * <LI> WM_Embed_JarOutpu The nameof the jar file to be constructed.
14 * <LI> SWM_Embed_Keyhe secret key.

15 *  </UL>

16 */

17 public abstract void embed(

18 java.util.Proper  tie s props)

19 throws sandmark.watermark .Wae rmark ing Excepti on,

20 java.io.lOExcept ion;

21

22

23 /* Return an iterator which generates the watermarks
24 * found in the program. The props argument
25 * holds at least the following properties:

26 *  <UL>

27 * <LI> WM_Recognize_Jarhput: The nameof the file to be watermarked.
28 * <LI> SWM_Recognize_KeyThe secret key.

29 *  </UL>

30 *

31 public abstract java.util.ltera tor recognize(

32 java.util.Proper  tie s props)

33 throws sandmark.watermark .Wae rmark ing Excepti on,
34 java.io.lOExcept ion;

35

36 )}

3. Use BCELor BLOAT0 implement your watermarker. Have a look at the trivial static watermarker
sandmark.watermark .c onsta nt str in g. Corst ant Strin g for an example.

4. Type makeat the top-level sandmark directory (smark). The new watermarker should be loaded
automagically at runtime.

Implementing a dynamic watermarker is more complex, since you have to provide methods for running
the application during tracing and recognition:

1 package sandmark.watermark;

2

3 public abstract class DynamicWatermaker

4 extends sandmark.watermark. Gerer al Waer marker {

5

6 /**

7 * Start a tracing run of the program. Return an iterator
8 * object that will generate the trace points encountered
9 * by the program.

10 */

11  public abstract java.util.lterato r startTracing (

12 java.util.Proper  tie s props) throws sandmark.uti.e xec.Tracin gBException;
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/*

* Wait for the program being traced to complete.

*/

public abstract void waitForTracingTo Corpl ete ()
throws sandmark.util.e xec.Tracin gException;

/**
* This routine should be called whenthe tracing run has
* completed. tracePoints is a vector of generated
* trace points generated by the iterator returned by
* startTracing.
*
public abstract void endTracing(
java.util.Proper  tie s props,
java.util.Vector tracePoints) throws sandmark.util.ex ec.Tr acin gExcepti on;

/**
* Force the end to a tracing run of the program.
*/
public abstract void stopTracing(
java.util.Proper  tie s props) throws sandmark.util.e xec.Tracin gException;

/* Embeda watermark value into the program. The props argument

* holds at least the following properties:

*  <UL>

<LI> WM_Encode_Watesnk: The watermark value to be embedded.

*

* <LI> DWM_Embed_Traecgdut: The nameof the file containing trace data.

* <LI> WM_Embed_Jarinpu The nameof the file to be watermarked.

* <LI> WM_Embed_JarOutp: The nameof the jar file to be constructed.

* <LI> DWM_CT_Encodea&$Nane The nameof the Java file that builds the watermark.
*  </UL>

*/

public abstract void embed(
java.util.Prope rt ies props);

/**
* Start a recognition run of the program.
*/
public abstract void startRecognition  (
java.util.Proper  tie s props) throws sandmark.util.e xec.Tracin gException;

/**

* Return an iterator object that will generate
* the watermarks found in the program.

*/

public abstract java.util.lterato r watermarks();

/**

* Force the end to a tracing run of the program.
*/
public abstract void stopRecognition(

January 28, 2003 Christian Collberg



66
67
68

java.util.Proper  tie s props) throws sandmark.util.e xec.Tracin gException;

1.4 Adding a Graph Codec

Seweral watermarking algorithms encade the watermark as a graph. SandMak contains seweral methods for
making this encading, stored in the sandmark.util.g raph. codec padage.

Adding a new graph coder/decoder codec algorithm is similar to adding an obfuscator or watermarker:

just add a new classto the codec directory, make sure it extendsthe appropriate class,type make and the
new algorithm will have beenaddedto the system.

00 ~NO Ol h WN P
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Every graph codec should extend sandmark.util.gra  ph. codec.Gra ph@dec:

package sandmark.util.gra ph. codec;

public abstract class GraphCodec{
public java.math.Bigin teger value = null;
public sandmark.util.,g raph. Graph graph = null;

/**

*

Codecs should implement this method to convert
the 'value' into ‘graph'.

*

*/
abstract void encode();

/**

*

Codecs should implement this method to convert

* the 'graph’ into ‘value’.  Wheneverthe decoding
failes (eg. because the graph has the wrong
shape) the codec should simply throw an exception.

*

*

*/

abstract void decode() throws sandmark.util.gr aph.c odec. DewdeRail ure;

/**

* Constructor to be used whenencoding an integer into a graph.

*  @paranmvalue  The value to be encoded.
*/
public GraphCodec(
java.math.Bigint eger value) {
this.value = value;
encode();

* Constructor to be used whendecoding a graph to an integer.
*  @parangraph  The graph to be decoded.

*  @paranroot The root of the graph.

*  @parankidMap An array of ints describing which field

* should represent the first child, the

* second child, etc.

public GraphCodec(
sandmark.util.gr  aph.Graph graph,

int kidMap[]) throws sandmark.util.gra ph.c odec. DecwdeFal ure {
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this.graph = graph;
this.kidMap = kidMap;
decode();
}
}

Note that there are two constructors. One is usedwhen encaling an integer (java.meth.Biginteg er) into

a graph (a sandmark.util.gr

0O ~NO Ol A~ WN P
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For example, the simplest graph codec, RadixGraph looks lik e this:

package sandmark.util.gra ph. codec;
public class RadixGraph extends sandmark.util.,g raph. codec.GraphGdec {

public final static String FULLNAME= "Radix Graph";
public final static String SHORTNAME'radix";

/I Used when encoding.

public RadixGraph (java.math.Bigint eger value) {
super(value);
this.fulName = FULLNAME;
this.shortName = SHORTNAME;

}

void encode() { ... }

/I Used when decoding.
public RadixGraph (
sandmark.util.gr  aph.Graph graph,
int kidMap[]) throws sandmark.util.gra ph.c odec. DecwdeFal ure {
super(graph, kidMap);
this.fullName = FULLNAME;
this.shortName = SHORTNAME;

void decode() throws sandmark.util.gr aph.c odec.DecodeFailur e { ... }

}

1.5 Documentation

To documert a new obfuscator or watermarker, do the following:

1. createa new le nametex in smark/doc:

\algorithm{The ... Algorithm}{Author s}

Where Authors is a comma-separatedlist of authors of this algorithm implementation.

2. add an input -statemert to smark/manual.tex :

\part{\SM\  Algorithms}
\input{CollbergTh  onfborson}

\input{name.tex}

aph.Grap h), and another when decading a graph into an integer.
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3. Update smark/makefile :
SECTIONS \
é.ollbergThomborso n. tex\
H;alme.tex \

4. Type make
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Chapter 2

Working with the SandMg Code-base

2.1 Coding standard

Don't usetab characters.
Indent by typing three (3) blanks.

Put the left brace (f ) on sameline as precedingstatemert. l.e. format an if-statement like this:
it 0 {
}

not like this:

it ()
{

\

or like this:

if ()
{

}

Don't useimport -statemerts. Instead, always usefully qualied names. For example, say
java.util.Propert ie s p = new java.util.Propert ies() ;
instead of
import java.util.*;
i;roperties p = new Properties();
In a large system like SandMak it is dicult to read the code when you don't know where the a
particular name is declared. In SandMak we use deep package hierarchiesto organizethe code and

always refer to every object using its fully qualied name. This also preverts name clashes.

13
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We make one exception: you are allowed to say String rather than java.lang.String !
We usethe following naming strategy:

{ Padkagenamesare short and in lower case.We favor deep padkage hierarchies over padkageswith
many classes.

{ Classnamesare typically long and descriptive. They start with an uppercaseletter.
{ Method namesstart with a lowercaseletter.

We make an e ort to write methods that passthe \hand test". The \hand test" passesif a method
is short enoughto be completely covered by the programmer's hand placed horizontally with ngers
together on the screen. (\Horizon tally" meansthat the ngers are pointed to a side of the monitor,
not toward the top or bottom.)

2.2 Using CVS

CVS is a source code control system It is usedextensively in industry and in the open sourcecommunity to
organize sourcecode that many people are working on simultaneously.

The basicideais to have one master copy of the sourcecode, residing in a special sourcecode repository.
Programmers ched out the latest version of the code to their local accourt and work on it until they're
ready to sharetheir new code with their co-workers. They then ched in the new code to the repository from
which the rest of the team can download the new changes.

A programmer can have seweral versions of the code chedked out at the sametime: one at work, one
at home, one on the laptop, etc. Furthermore, every change ever madeto a le is stored in the repository
allowing a programmer to ched out \the version of the program from last Monday."

Installing CVS

If you are running Linux on your home machine (and why wouldn't you be?) you should have CVS installed
already. Otherwise you can download CVS from here: http://www.cvshom e.org/dowro ads.html. The
manual is here: http://www.cvshom e.org/docs/manual. pgmancvsg gives you the basic information you
need.

You also needto have ssh installed on your machine in order to communicate with our CVS sener,
cvs.cs.arizona.e du.

If you just intend to do your assignmens on lectura , no installation is necessary

Getting Started

Let's assumethat your team consistsof Alice and Bob whoselectura logins are alice and bob with the
passwords alice-pw and bob-pw, respectively. The team nameis cs453bd.
One team member (in our caseAlice) should do the following to get the team's sourcerepository set up:

> whoami

alice

> mkdir assl # Create a temorary directory.

> cd assl

> setenv CVS_RSHsh # Or export CVS_RSH=sshMust always be set.

> cvs -d :extalice@cvs.cs .ariz ona.edu:/ cvs/c vs/ cs453/c s453bd import -m "New!" assl aaa bbb assl
alice@cvs.cs.ari zona.edu's password: alice-pw

Now, Alice deletesthe temporary directory:

> rmdir assl
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Checking out code

Everything should now be set up properly on the CVS senwer. Alice can ched out the code (which so-far
only consistsof a single directory):

> cvs -d :ext:alice@cvs.cs .ariz ona.edu:/ cvs/c vs/ cs453/c s453bd checkout assl
alice@cvs.cs.ari  zona.edu's password: alice-pw

cvs server: Updating assl

> |s assl

CVS

Alice now wants to start programming. Shecreatesa new C module in her CVS directory:

> cd assl

/home/alice/assl

> cat > interpreter.c

main() {

}

> cvs add -m "Started the project” interpreter.c
alice@cvs.cs.ari  zona.edu's password: alice-pw
cvs server: scheduling file Cinterpreter.c' for addition
cvs server: use 'cvs commit' to add this file permanently

> cvs commit -m "Finished first part of interpreter.”
cvs commit: Examining .
alice@cvs.cs.ari  zona.edu's password:
RCSfile:  /cvs/cvs/cs453/  ¢s453bd/ assl/in terpr eter.c, v
done
Checking in interpreter.c;
lcvs/cvs/cs453/c s453bd/assl/inter preter. c,v <-- interpreter.c
initial revision: 1.1
done

The add commandtold the CVS systemthat a new le is being created. The commit command actually
uploadedthe new le to the repository.
Now Alice realizesthat sheneedsto add somemore code the project:

> emacs interpreter.c
> cat interpreter.c
main() {
int i
}
> cvs commit -m "Added more code."
cvs commit: Examining .
alice@cvs.cs.ari zona.edu's password: alice-pw
Checking in interpreter.c;

lcvs/cvs/cs453/c s453bd/assl/inter preter. ¢c,v <-- interpreter.c
new revision:  1.2; previous revision: 1.1
done

OK, sowhat about Bob? Well, he decideshe should also cortribute to the project, so he cheds out the
source:

> cvs -d :ext:bob@cvs.cs.a ri zona. edu:/ cvs/c vs/cs 453/ cs453bd checkout assl
bob@cvs.cs.arizo na.edu's password: bob-pw

cvs server: Updating assl

> cd assl
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> |s
CVSinterpreter.c
> cat interpreter.c
main() {

int i
} .
> emacs interpreter.c
> cat interpreter.c
main() {

int i=5;
}

> cvs commit -m "Added more stuff to the project.”

Alice has now gonebadk to her dorm-room where shewants to cortinue working on the project on her
home computer. Shehasinstalled CVS and she has added

> setenv CVS_RSHsh # Or export CVS_RSH=ssh

to her .cshrc le to make sure that sheruns this command every time. Now she can go aheadand ched
out the code again, this time on the home machine:

> cvs -d :extalice@cvs.cs .ariz ona.edu:/ cvs/c vs/ cs453/c s453bd checkout assl
alice@cvs.cs.ari zona.edu's password: alice-pw
> cat assll/interprete r.cC
main() {
int i=5;
}

Notice that shegot the code that Bob cheded in to CVS!

Alice can continue working on the code from home. When she'sdone for the day she usesthe commit
commandto submit her changesto the cvs database.
Up dating

The next day Bob is getting ready to work on the project again. In caseAlice has made some changesto
the code, he runs the update command:

> cvs update -d

Any les that have changed since the last time Bob worked on the project will be downloaded from the
sener. Bob makeshis edits, then runs commit when he is done to upload the changesto the repository.
Deleting les

If Alice needsto deletea le sheruns the CVS rm command:

> rm interpreter.c
> cvs rm interpreter.c
> cvs commit

Note that you have to deletethe le beforeyou canrun the cvs rm command.

Summary
These are the most common CVS commands:

cvs add le Add anew le to the project. The le will not actually be uploaded to the repository until
you run the commit command.
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Cvs rm

you run the commit command.

cvs commit

Update the repository with any changed les.

cvs update -d Download any changed les to your local machine.

le Removea le from the project. The le will not actually be removed from the repository until

The gure below describes a typical situation. Alice and Bob have three versionsof the code chedked
out: two on their lectura accourts, and one versionin Alice's home machine. Alice addsa new le file3.c
and cheds it in to the repository. To seethe new le, Bob hasto run the update command.

Alice's

filel.c J
README |

file2.c
makefile
file3.c

home machine

Alice and Bob's
CVS repository

cvs.cs.arizona.edu

filel.c

file2.c

A

cvsadd le3.c
cvs commit

README

makefile
le3.c

Alice's account
on lectura

Bob's account ..
on lectura

cvs Gipdate

—n

filel.c

q

README

file2.c

makefile
le3.c

~E';\)'S_(;heck)ut / @@ \

Al filelc

README
file2.c

makefile
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Chapter 3

Useful Tools

3.1 Examining Java Class les

There are a number of tools that are helpful for viewing Java class les.

javap

javap lists the contents of a Java class le. It's particularly bad at displaying corrupted class les.

Normally, we call javap like this:
javap -c -s -verbose -l TTTApplication
Theseare the available options:

Usage: javap <options> <classes>...

with javap in JDK1.1

extensions

to the runtime system

variable tables

classes and members

where options include:

-b Backward compatibility

-C Disassemble the code

-classpath  <pathlist> Specify where to find user class files

-extdirs  <dirs> Override location of installed

-help Print this usage message

-J<flag> Pass <flag> directly

-l Print line number and local

-public Showonly public classes and members

-protected Show protected/public

-package Show package/protecte d/ publi ¢ classes
and members(default)

-private Showall classes and members

-S Print internal type signatures

-bootclasspath  <pathlist> Override location of class files

by the bootstrap class
number of locals
reasons for

-verbose Print stack size,

If verifying, print

Jasmin

loaded
loader
and args for methods

failure

Jasmin is a Java bytecode assenbler. It readsatext le containing Java bytecode instructions and generates

aclass le. It can be found here: http://mrl.nyu.
Here'sis a simple classhello.j

19

edu/~meer/j asnin /about.h tml .
in the Jasmin assenbler syntax:
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1 .class public Helloworld

2 .super java/lang/Object

3

4 ;

5 ; standard initializer (calls java.lang.Objec

6 ;

7 .method public <init>()V

8 aload 0

9 invokenonvirtual  java/lang/Object /<ini t>() V
10 return

11 .end method

12

13 ;

14 ; main() - prints out Hello World

15 ;

16 .method public static main([Ljava/lang /St ri ng;)V
17 dimit stack 2 ; up to two items can be pushed
18

19 ; push System.out onto the stack

20 getstatic  java/lang/System /o ut Ljava/io/PrintSt
21

22 ; push a string onto the stack

23 [dc "Hello World!"

24

25 ; call the PrintStream.print In () method.

26 invokevirtual  java/io/PrintStr eanfprin tl n(Ljava/la ng/St ri ng;)V
27

28 ; done

29 return

30 .end method

Call Jasmin like this:

t's initializer)

java -classpath smextern/jasmin.j ar jasmin.Main hello.j

which will produce a class le HelloWorld.class

BCEL's Class Construction Kit

ream;

cck is an interactive viewer and editor of Java class les. It is built on BCELCall it like this:

java -classpath .:smextern/BCEL.j ar -jar smextern/cck.jar

and open a class le from the file -menu.

BCEL's listclass

listclass comeswith the BCEL padkage. It's areplacemen for javap , and very usefulin casesvhenjavap

crashes.Call it like this:

java -classpath smextern/BCEL.jar listclass -code TTTApplication

The following options are available:

java listclass  [-constants] [-code] [-brief] [-dependencies]

[-nocontents]  [-recurse] class... [-exclude

<list>]

\
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-code: List byte code of methods.

-brief : List byte codesbriey

-constants : Print constarts table (constant pool)
-recurse : Usually intended to be usedalong with

-dependencies: When this ag is set, listclass will also print i

BCEL's Justlce

Justice veries class les. Call it like this:

java -classpath .:smextern/BCEL. jar: smetern/J ustic e.jar \
de.fub.bytecode .veri fi er. Graphic al Verif ier

or like this:

java -classpath .:smextern/BCEL.j ar:s mexern/ Justice.j ar \
de.fub.bytecode .veri fi er. Vaif ier TTTApplication.cl ass

3.2 BCEL

SandMak readsJava class les, modi es them, and writes out the modi ed class les. There are a number of
free padkagesavailable to parse, modify, and unparse class les. We are currently using two such padkages,
namely BCELand BLOATGenerally, BLOATs comprehensiw and hard to use,BCELis simpler to usebut not
as complete.

BCEL(formerly JavaClass) allows you to load a class, iterate through the methods and elds, change
methods, add new methods and elds, etc. BCELalso makesit easyto create new classesfrom scratch.

BCELis here: http://jakarta.ap ache. org/bcel/ ind ex.ht ml. There is a manual, and an on-line API
description at http://bcel.sour cefor ge.net/ docs/ in dex.html. Unfortunately, neither are particularly
informativ e.

SandMak cortains a lot of BCELcode that might be worth studying:

sandmark.utilj avagen is a package for building up bytecode classesfrom scratch. Esserially, it
allows you to build a Java AST (abstract syntax tree) and compile it down to bytecode. javagen is
built on top of BCEL

sandmark.util.B  CELcontains BCELutilit y routines. The intention is that this classshould grow in
the future.

The padkage sandmark.watermark. CT.enbed contains seeral classesthat manipulate Java class les
using BCEL

Getting started

To open a class le for editing you do the following:

sandmark.util.C la ssFil eCdl ection cfc = ..;

cfc = new sandmark.util.Cla ssFil eQll ectio n(jarFi le);
de.fub.bytecode .clas sfile .JavaClass jc = cfc.getClass(cl assName;
de.fub.bytecode .generi c.ClassCGen cg = new de.fub.bytecode.g eneric. ClassGea(jc) ;
de.fub.bytecode .generi c.ConstantPolGen cp =

new de.fub.bytecode .ge neric .Consta nt PodGen(jc .g etConsta nt Pool( )) ;

~NOoO O~ WN P
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jarFile s the jar-le that cortains the class le and classNameis the name of the class(possibly with a
padkagepre x). sandmark.util.C la ssFil eCdl ectio nis the repository usedwithin SandMak for loading
and saving class les.

A de.fub.bytecode.c lassfil e.J avaClass-object represens the parsedclass le. You can query this
object to get any information you need about the class, for example its methods, elds, code, super-class,
etc.

A de.fub.bytecode. generic .Clas sGen-object represeris a class that can be edited. You can add
methods and elds, you can modify existing methods, etc.

A de.fub.bytecode .ge neric .Consta nt PodGen-object represerts a constart pool to which new con-
stants can be added.

When you are nished editing the classyou must closeit and return it to the repository maintained by
sandmark.util.Cl assFile Colle cti on:

8 de.fub.bytecode .clas sfile .JavaClass jc1 = cg.getJavaClass() ;
9 jcl.setConstant Pool( cp.getFinalConsta nt Pod( )) ;
10 cfc.addClass(jc  1);

Editing a Metho d

de.fub.bytecode. cla ssfi le. Mghod represenis a method that has beenread from a class le, while de.
fub.bytecode.gen eri c. Meho dGn is the BCELclassthat represeris a method being edited:

de.fub.bytecode .generi c.ConstantPolGen cp = ..,
de.fub.bytecode .generi c.ClassCen cg = ..,;

de.fub.bytecode .clas sfile .Meth od method =

cg.containsMethod (meth odNare, methodSignature) ;
de.fub.bytecode .generi c.MethodGen mg =

new de.fub.bytecode .ge neric .Met hodGen(met hod, className, cp);

~NOoO OB~ WNPE

Note that to open a method with containsMethod you needto know the classin which it is declared, as
well asits name aswell asits signature. The reasonis that a Java classcan have seeral methods with the
samename (they're overloaded).

Alternativ ely, SandMak also provides a classsandmark.util.Ed ite dQas s. open than can be usedto
maintain a cace of classesand methods that have beenopenedby BCEL

sandmark.util.Cl assFileCollecti on cfc = ..;
sandmark.utiLEd ite ddas s ec = sandmark.util.LEdi te dClass.o pen(cfc, className);
java.util.ltera tor methods = ec.methods();
while (methods.hasNext () {
sandmark.util.Me thodlD m = (sandmark.util. MethodID) methods.next();
de.fub.bytecode. generic .Meth odGenmg = ec.openMethod(m);

O ~NO O, WN P

}

A sandmark.util.Me th odl D-object represers a method within a Java application. It is essetially a tuple

hhamesignature ;className:

Editing Instructions

Onceyou have openeda method for editing you can get its list of instructions:

1 de.fub.bytecode .generi c.MethodGen mg= ...;
2
3 de.fub.bytecode .generi c.| nstru ctionList il = mg.getinstructio nList () ;
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4 de.fub.bytecode .generi c.| nstru ctio nHandle[ ] ihs = il.getInstructio nHandle s();
5 for(int i=0; i < ihs.length; i++) {

6 de.fub.bytecode.g eneri c. Instr uctio nHandle ih = ihgJi];

7 de.fub.bytecode.g eneri c. Instr uctio n instr = ih.getInstructio n() ;

8

9 }

de.fub.bytecode. generic .In structi onLis t scanbe manipulated by appending or inserting new instruc-
tion, deleting instructions, etc.

All bytecode instructions in BCELare represetied by their own class. de.fub.bytecode .generi c.I AD
is the classthat represens integer addition, for example. This allows us to use instanceof to classify
instructions:

de.fub.bytecode .generi c.| nstru ction instr = ..;
de.fub.bytecode .generi c.I nstru ctio nHandle ih

if (instr instanceof de.fub.bytecode. generic .| NVBIESTAIC) {
de.fub.bytecode.g eneri c. INVOKESTATC call =
(de.fub.bytecode. generic. INVAKESATIC) instr;
String className = call.getClassNam e(ec. cp);
String  methodName= call.getMethodNa mefec.c p);
String methodSig = call.getSignatur  e(ec. cp);

© O ~NO UL WN P
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ih.setInstruction (new de.fub.bytecode.g eneric. N®());

}

setinstruction  is usedto replacean original instruction with a new one.

[EEY
N

Local variables

Local variables are quite complicated in Java bytecode. A Java method can have a maximum of 256 local
variables. Note, however, that

In a virtual (non-static) method local variable zero (\slot #0") is this .

Formal argumerts take up the rst slots. In other words, in a virtual method with 2 formal parameters,
slot #0 is this , slot #1 is the rst formal, slot #2 is the secondformal, and any local variables are
slots #3,#4,. .. #255.

Local variables can be reusedwithin a method. For example, considerthe following method:

void P() {
int x=5;
System.out.print  In( x);
float y=5.6;
System.out.print  In( y);
}

A clever compiler will allocate both x and y to the sameslot, sincethey have non-overlapping lifetimes.
For this reason,BCELrequiresthat we indicate where a new local variable is accessible:

de.fub.bytecode .generi c.Type T = ..;

mg.addLocalVariab le (lo calName T, null, null);

1
2
3 de.fub.bytecode .generi c.LocalVariable Gen Ilg =
4
5 int locallndex = Ig.getindex();
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/I push something here
de.fub.bytecode .generi c.I nstru ction store =
new de.fub.bytecode .generic .ASTORH ocall ndex);

10
11 de.fub.bytecode .generi c.l nstru ctio nHandle start = ...
12 lg.setStart(sta  rt);

de.fub.bytecode. generic .LocalVari abl eGn createsa new local variable. The two null argumerts are
the locations within the method where we want the variable to be visible. We start these locations out
asnull (unknown) and Il them in using the setStart method. It takesan de.fub.bytecode. generic .
InstructionHandl e asinput, namely the rst instruction where the variable should be visible.

Example 1: Creating a New Class

Here's a longer example that shows how you create a classfrom scratch.
We start by creating a new de.fub.bytecode. generic .Cl assGen object represeting the class. We
provide the name of the class,the name of the parent class,the interfacesit implemerts, and its accessags:

1 int access_flags = de.fub.bytecode .Constants .ACCPWBLIC;
2 String class_name = "MyClass";
3 String file_name = "MyClass.java";
4 String  super_class_name = "java.lang.Objec t" ;
5 String[] interfaces = {};
6
7 de.fub.bytecode .generi c.ClassCen cg =
8 new de.fub.bytecode .ge neric .Cla ssGen(
9 class_name, super_class_name, file_name,
10 access_flags, interfaces);
11 de.fub.bytecode .generi c.ConstantPoolGen cp = cg.getConstantPo ol ();
We canthen add a eld fieldl of typeint to the new class:
12 de.fub.bytecode .generi c.Type field_type =
13 de.fub.bytecode.g eneri c. Type. INT;
14 String field_name = "field1";
15
16 de.fub.bytecode .generi c.FieldGen fg =
17 new de.fub.bytecode .ge neric .Fie l[dGen(
18 access_flags, field_type, field_name, cp);
19 cg.addField(fg. getFi el d() );
Next, we create a method methodl
20 int method_access fl ags =
21 de.fub.bytecode.C onsta nts.ACCPUBIC |
22 de.fub.bytecode.C onstants.ACC STATC;
23
24 de.fub.bytecode .generi c.Type return_type =
25 de.fub.bytecode.g eneri c. Type. VAD;
26
27 de.fub.bytecode .generi c.Type[] arg_types =
28 de.fub.bytecode.g eneri c. Type. NOARGS
29 String[] arg_names = {};
30
31 String method_name= "method1";
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32 String class_name = "MyClass";

33

34 de.fub.bytecode .generi c.l nstru ctionList il =

35 new de.fub.bytecode .ge neric .I nstru ction Li st ();
36 il.append(de.fu  b. byt ecode.g eneri c. Ins tr uctio nGnsta nts .RETURN;
37

38 de.fub.bytecode .generi c.MethodGen mg=

39 new de.fub.bytecode .ge neric .Met hodGen(

40 method_access_fl ags, return_type, arg_types,
41 arg_names, method_name, class_name, il, cp);
42

43 mg.setMaxStack();

44 cg.addMethod(mg.g etMet hod() );

The method has no argumerts, returns void , and contains only oneinstruction, a return .

Note the call to mg.setMaxStack() . With every method in a class le is stored the maximum stadk-size
is neededto executethe method. For example,a method whosebody consistsof the instructions hiconst _1,
iconst 2, iadd, popi (i.e. compute 1+ 2 and throw away the result) will have max-stack setto two. We
can either compute this ourselvesor let BCEls mg.setMaxStack() do it for us.

Branc hes

As is always the casewith branches, we needto be able to handle forward jumps. The typical way of
accomplishingthis is to create a branch with unspeci ed target:

de.fub.bytecode .generi c.| nstru ctionList il = ..;

1
2
3 de.fub.bytecode .generi c.I FNJLL branch =

4 new de.fub.bytecode .generic .I FNULLnull );
5 il.append(branc h);

6

When we have gotten to the location we want to jump to we add a (bogus) NOHnstruction which will serve
asour branch target. The appendinstruction returns a handle to the NORand we usethis handle to set the
target of the branch instruction:

7 de.fub.bytecode .generi c.l nstru ctio nHaadle h =

8 il.append(new de.fub.bytecode.g eneri c.NOF) );
9 branch.setTarge t( h);

Exceptions

Here is the genericcode for building a try-catch -block:

1 de.fub.bytecode .generi c.| nstru ctionList il = ..;
2 de.fub.bytecode .generi c.MethodGen mg= ...;

3 String exception = "java.lang.Exce pti on";

4

5 de.fub.bytecode .generi c.l nstru ctio nHandle start pc =
6 il.append(new de.fub.bytecode.g eneri c.NOF) );
7

8 /I The code that builds the try-body goes here.
9

10 /I Add code to jump out of the try-block when
11 /I no exception was thrown.

12 de.fub.bytecode .generi c.GOD branch =
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13 new de.fub.bytecode .ge neric .GOO(nul l);

14 de.fub.bytecode .generi c.l nstru ctio nHandle end_pc =

15 il.append(branch)

16

17 /I Pop the exception off the stack whenentering the catch block.
18 de.fub.bytecode .generi c.l nstru ctio nHandle handler_pc =
19 il.append(new de.fub.bytecode. generic. PQ());

20

21 /I The code that builds the catch-body goes here.

22

23 /I Add a NOPafter the exception handler. This is

24 /I where we will jump after we're through with the

25 /I try-block.

26 de.fub.bytecode .generi c.| nstru ctio nHaadle next_pc =
27 il.append(new de.fub.bytecode. generic. N®());

28 branch.setTarge t( next_pc);

29

30 de.fub.bytecode .generi c.Object Type catch_type =

31 new de.fub.bytecode .ge neric .Obj ect Type(excepti on);
32

33 de.fub.bytecode .generi c.CodeException Gen eg =

34 mg.addExceptionHandler (star t_pc, end_pc, handler_pc, catch_type);

start _pc and end_pc hold the beginning and the end of the try -body, respectively. handler pc holds the
addressof the beginning of the catch -block.

Types
Types(such as method signatures) are de ned by the classde.fub.bytecode. generic .Type:

1 de.fub.bytecode .generi c.Type return_type =

2 de.fub.bytecode.g eneri c. Type. VAD;

3 de.fub.bytecode .generi c.Type[] arg_types =

4 new de.fub.bytecode .generic .Type[] {

5 new de.fub.bytecode.g eneri c. Arr ayType(

6 de.fub.bytecode. generic .Type.STRING 1)
7 3

A source-lewel Java type is encaded into a class le type descriptor using the following de nitions:

| BaseType | Type | Interpretation |
B byte signed 8-bit integer
C char Unicode character
D double 64-bit oating point value
F oat 32-bit oating point value
I int 32-bit integer
J long 64-bit integer
L <classname >; reference| an instance of class<classname
S short signed 16-bit integer
Z boolean | true pr false
[ reference| onearray dimension
\Y, void
(BaseT ype*) BaseT ype method descriptor

BCELhas quite a number of methods that corvert badk and forth between Java sourceformat (such as
"java.lang.Objec t[] "), bytecode format (such as "[Ljava/lang/Obj ect;" ), and BCEIs internal format

January 28, 2003 Christian Collberg



(de.fub.bytecode.g eneri c. Type). Unfortunately, these are by and large poorly documerted. We will
describe someof the more common methods here.

de.fub.bytecode .generi c.T ype.g et Type cornverts from Java bytecode format to Java source format.
In other words, the following code

String S = "[Ljava/lang/Ob ject; ";
de.fub.bytecode. generic. Type T =

de.fub.bytecode. generic .Ty pe.g etType(S);
System.out.print  In( T);

A WN P

prints out gava.lang.Object [] g.
The method de.fub.bytecode.c las sfile .Uti lit y. getSignature corverts a type in Java bytecode
format to Java sourceformat. The code

1 String type = "java.lang.Object [] "
2 String S = de.fub.bytecode .cl assfile .Util it y. getSignatu re( ty pe);
3 System.out.print  In( S);

prints dLjava/lang/Objec t; q.

The methodsde.fub.bytecode .generi c.T ype.get ArgunentTy pes and de.fub.bytecode .ge neric .Type.
getReturnType take a type in Java bytecode format as argumert and extract the array of argumert types
and the return type, respectively:

String S = "(Ljava/lang/St  rin g; 1) V;";
de.fub.bytecode. generic. Type[] arg_types =
de.fub.bytecode. generic .Ty pe.g etArgumaet Types(S);
de.fub.bytecode. generic. Type return_type =
de.fub.bytecode. generic .Ty pe.g etReturnType(S) ;
String M= de.fub.bytecode .generi c.T ype.get MéhodSgn ature(r eturn_type, arg_types);
System.out.print  In( M);

~NOoO ok~ WDN P

de.fub.bytecode. generic .Ty pe.ge tMeth odSignatu re corverts the return and argumern typesbadk to a
Java bytecode type string.

The method de.fub.bytecode. generic .Ty pe.getSig nature converts a BCELtype to the equivalent
Java bytecode signature. This code

de.fub.bytecode. generic. Type T =
de.fub.bytecode. generic .Ty pe.STRINGBUFER;

String M= T.getSignature( );

System.out.print  In( M);

A WN PR

will print out djava/lang/Strin  gBuff er;q.
As a convenience,SandMak providesthe method sandmark.util.ja vagen.J ava.t ypeToByte Codk, that
converts a type in Java sourceformat to a BCELde.fub.bytecode.g eneri c. Type:

1 String S = de.fub.bytecode. cla ssfi le. Utili ty.getSig nature(t ype);
2 return de.fub.bytecode .generic .Type.getType(S);
Metho d Calls

To make a static method call we push the argumerts on the stack, create a constart pool referenceto the
method, and then generatean INVOKESTATI@pcode that performs the actual call:

String className = ..
String methodName= ..
String signature = ..

A WN PR
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10

12
13

de.fub.bytecode .generi c.l nstru ctionList il
de.fub.bytecode .generi c.ConstantPoolGen cp = ..,

/I Generate code that pushes the actual arguments of the call.

int index = cp.addMethodref (cl assNamemeth odName,si gnatu re) ;
de.fub.bytecode .generi c.| NVOKBTATIC call =

new de.fub.bytecode.g eneri c. INVOESTATC(i ndex);
il.append(call) ;

Making a virtual call is similar, exceptthat we needan object to make the call through. This object

referenceis pushedon the stadk prior to the argumerts:

©O© 0O ~NO UL WNPRP

e ol
O xWNRO

String className = ..
String  methodName= ...;
String signature = ..

de.fub.bytecode .generi c.l nstru ctio nList il
de.fub.bytecode .generi c.ConstantPolGen cp = ..,

/I Generate code that pushes the object on the stack.
/I Generate code that pushes the actual arguments of the call.

int index = cp.addMethodref (cl assNamemeth odName,si gnatu re) ;
de.fub.bytecode .generi c.| NVOKKEIRTUALS =

new de.fub.bytecode.g eneri c. INVOEMRTUA.(ind ex);
il.append(call) ;

Example 2: Mo difying an Existing Program

Consider the following program:

public class C {
public stati void main(String args[]) {

int a =5;
int b =6;
int ¢ =a+b;

System.out.print  In( c);

}

Control Flow Graphs

The Justice verier that is built ontop of BCELhasfunctions that construct control o w graphsfor methods.
Unfortunately, they don't construct real basic blocks: ead instruction is in a block by itself.

Miscellaneous

sandmark.util.ja  vagen.J ava.a ccessFla gsToByte(de takes a list of string modi ers as argumert and
returns the corresponding accessag:

N

String[]  attributes = {"public","static "}
int access flags =
sandmark.util.jav  agen. Java. accessFla gsToByt eCale(at tr ibu te s) ;
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3.3 BLOAT

Intro duction
What is BLO AT?

BLOAT is a Java optimizer written ertirely in Java. By optimizing Java byte code, code improvemerts can
occur regardlessof the compiler that compiled the byte code or the virtual machine on which the byte code is
run. BLOAT performsmany traditional program optimizations such asconstart/cop y propagation, constart
folding and algebraic simpli cation, dead code elimination, and peephole optimizations. Additionally , it
performs partial redundancy elimination of arithmetic and eld accesspaths.

Beyond this BLOAT can also be usedfor classcreation aswell as method creation. In combination with
byte code level editing BLOAT is can also be usedas a framework for Java ClassFile obfuscation.

What to expect?

This how-to is in no way related to the creators of BLOAT. It was written by Richard Smith, a computer
scienceundergraduate at the University of Arizona, to aid in researd e orts by Christian Collberg. This
guide does not demonstrate the optimization capabilities of BLOAT, but does demonstrate its ability to
be used as a framework for byte code obfuscation. From this knowledge you can easily infer how to do
optimizations. For further questionsabout this how-to email: rsmith@cs.arion za. edu. You may alsolook
at The BLOAT Book which canbe found at http://www.cs.p urdue.e du/s3/pr oj ects/ bl oat. At the time
of writing this how-to this book referred to BLOAT-0.8a which lacks many of the features of BLOAT-1.0.

A number of examplesof how BLOAT is used can be found in the cvs directory smbloat2. Section ??
describeshow to ched out this directory.

The Basics
Arc hitecture

BLOAT is a very complicated beast. This will be a brief overview, but will be enoughto begin with. The
rst you must understand is the concept of a context. A cortext suppliesa meansof loading and editing
classes.All contexts implement the EditorContext . This interface suppliesthe genericmeansof committing
edits, editing classesand a utilit y to load classes.There are v e major contexts:

1. BloatContext |,

2. InlineContext ,

3. EditorContext

4. PersistentBloat Corte xt, and
5. CachingBloatContext.

The InlineContext  and the EditorContext are both interfaces. The InlineContext and the EditorClass
areboth implemented by the abstract classBloatContext . The PersistentBloatC ontext and the CachingBloatConte xt
areboth subclasse®f the BloatContext . The two contexts that you shouldworry about arethe PersistentBloat Corte xt
and the CachingBloatConte xt . These contexts are usedfor the samepurpose,which is to act as a repos-
itory for all of the edits made to java class les. The dierence betweenthe two contexts is that the
PersistentBloatC ontext keepsevery piece of data relevant to your work, the CachingBloatConte xt on
the other hand managesyour edits sothat when a editor is no longerdirty it drops the instance of the editor.

Editors consist of the ClassEditor , MethodEditor , and FieldEditor . The namesof these classshould
give evidenceenoughof their subjects of manipulation. It is through theseeditors that you will make actual
changesto byte code. It should be noted that the ClassEditor constructor takes a BloatContext and
all other editors acceptsa ClassEditor . In someways this is the use of a decorator pattern or wrapper
methodology.
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EDU.purdue.cs.bl oat. fil e.ClassFil eLoader classFileLoader = new
EDU.purdue.cs.b lo at. fi le. ClassFile Loader() ;

EDU.purdue.cs.bl oat. conte xt. Persi stentBl oatContext bloatContext =
new EDU.purdue.cs.bl oat.c ontext. Pesi stentBloatContext (
classFile.loader () );
String className = "ClassFileToTest "
EDU.purdue.cs.bl oat. ref le ct. Classinfo info = null;
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try {
info = bloatContext.lo adQa ss(cl assNamg;

} catch (ClassNotFoundExceptio n ex) {
System.err.prin tl n(" Caldn't find class:
System.exit(1);

B
w N

[EnY
SN

+ex.getMessage() );

=
o ul

}

EDU.purdue.cs.bl oat. fil e.ClassFil e classFile =
(EDU.purdue.cs.bl oat.f il e.ClassFil e)inf o;

el el
© o~

Figure 3.1: Loading a class le.

Editing Class Files
Where to Start?

BLOAT seemsto have endlessconstructors that depend on other objects which in turn depend on other
objects. In truth unlessyou know where to begin you will wrap yourself around the API for a few hours
trying to nd the object you needcreate in order to create the object you want to create.

The rst thing that you needin BLOAT is a ClassFileLoader . Unlike most classesin BLOAT the
constructor for this classtakesno argumerts. The ClassFileLoader providesyou with toolsto manipulate
the system CLASSPATH, openzip/jar archives,and create new classes.Overall thesetools will not be useful
to you. They can be used as opposedto the processl am about to demonstrate to you. However, if you
choseto do soyou will not be using contexts asthe certral point of your BLOAT manipulations which was
fore mentioned asthe core of the BLOAT architecture.

After creating a ClassFileLoader the next step is to create either a PersistentBloatC ontext or a
CachingBloatCont ext. The choice betweenthese two corntexts dependson the resourcesavailable to you.
In most caseyou should chosethe PersistentBloat Corte xt as memory is cheap.

Onceyou have a BLOAT context you can load the class les you wish to edit. This is done by using the
loadClass method of the BLOAT cortext. You could also usethe samemethod in the ClassFileLoader ,
however again this doesnot take advantage of the context architecture.

After loading the class le the loadClass method returns a Classinfo object. This is really an interface
implemented by the ClassFile object so you will want to cast the Classinfo object to a ClassFile to
take advantage of somemore advanced features found in the ClassFile object. The ClassFile object, as
one might think, contains all of the relevant information about the classyou load. This includesinformation
pertaining to elds and methods aswell as more byte code speci ¢ information. Figure ?? will illustrate this
processso far.

The ClassEditor

Once you created a ClassFile object you can begin byte-code manipulation. The next step is to create
a ClassEditor . There are two ways to go about this, create a ClassEditor from scratch or create a
ClassEditor from an existing ClassFile .
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To createa ClassEditor from an existing ClassFile simply usethe method editClass supplied by the
BloatContext . This method returns a ClassEditor for the ClassFile passedasa parameter:

1 EDU.purdue.cs.bl oat. editor.ClassEditor classEditor =
2 bloatContext.edi tCl ass(cla ssFil e);

To create a ClassEditor from scratch is a little dierent. BLOAT supplies a constructor for the
ClassEditor to do so however the API advisesyou not to usethis. Instead you should use the method
newClass provided by the BloatContext :

newClass(
intmodifiers,
java.lang.String ¢l assName
TypesuperType,
Type[Jinterfaces );

The newClass method takes a modier, a String, a Type, and a Type array. The modi er species
whether the classwill be public, private, or protected. The correct parameter to use for the modi er is a
constart from the modi er interface found in the EDU.purdue.cs.blo at.re fl ect package:

EDU.purdue.cs.bl oat.r eflect. Modf ier .PURIC
EDU.purdue.cs.bl oat.r eflect. Modf ier .PRIVAE
EDU.purdue.cs.bl oat.r eflect. Modf ier .PRQEQBD

The String parameter speci es the name of the classbeing created. The Type passedto the constructor
indicates from where the classextendsi.e. java.lang.Object. Again this is speci ed by a constart from the
EDU.purdue.cs.bl oat.editor padckage:

EDU.purdue.cs.bl oat.editor .Type.OBJECT

The Type array speci es all of the interfacesthat the classis to implemert. Again these can be found
in the EDU.purdue.cs.bl oat.e ditor padkage and include interface such as Serializable and Comparable.
Here's a complete example of the use of this method:

1 EDU.purdue.cs.bl oat. editor.ClassEditor classEditor =
2 bloatContext.ne wdas s(

3 EDU.purdue.cs.blo at.re fl ect.Modifi ers.SUFER

4 "MyNewClass",

5 EDU.purdue.cs.blo at.edit or. Type.OBJECT,

6 null);

Note that if you intend to implement an interface or override a method that is inherited you will have
to create those methods from scratch aswell. The section on the method editor will demonstrate method
creation from scratch.

The ClassEditor provides manipulation of data such asthe classmodi ers, the constart pool, and the
interfacesimplemented by the class. All of theseusesare pretty intuitiv e with the exception of constart pool
manipulation. You should refer to ChangeFieldNamesjav a, provided in the directory examples-1.0,for an
example of constart pool manipulation.

The MethodEditor

If you wish to edit a method in an existing class you will again need to refer to the BloatContext .
The BloatContext provides a method, editMethod , to modify methods. The editMethod method takes
a MethodInfo object as a parameter. You can retrieve this information from a ClassEditor with the
method,methods, that returns an array of MethodInfo objects:

EDU.purdue.cs.bl oat. ref le ct. MehodInfo[] methods =
classEditor.met hods();

EDU.purdue.cs.ed it or.Meth odEdi tor methodEditor =
bloatContext.ed it Method(met hods[ 0]);

A WN PR
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This array contains the method information for all of the methods contained in the ClassFile related to
the classeditor including the constructor. Note that a MethodInfo object is really an interfaced usedby a
Method object and therefore you can cast a MethodInfo object to a Method object.

There is most likely a speci c method that you wish to edit. You can retrieve a specic method by
obtaining its name with the name method in the MethodEditor object. To create a new method for an
existing classor a classyou creating from scratch you must create a new MethodEditor object. Note that
unlike creating a ClassEditor from scratch this is not done through the BLOAT context. To create a new
MethodEditor usethe constructor provided below:

MethodEditor(
ClassEditoredito T,
intmodifiers,
TypereturnType,
java.lang.String  meh odNane,
Type[]paramTypes,
Type[]exceptionT ypes);

The constructor rst takes a ClassEditor for the classyou wish to create a new method in. Then
you must provide a modi er sud as public, private, or protected. This can be specied by a constart
in the EDU.purdue.cs.re fle ct.Modifie r interface. The next parameter speci es the return type of the
method. This canbe speci ed using a constart from the EDU.purdue.cs.ed it or. Typeinterface. The String
parameter is usedto name the method you have chosento create. Then the parameters of the method are
speci ed by constarts from the Type interface. The nal parameter of the constructor speci es exceptions
thrown by the method. Again this can be speci ed using constarts found in the Type interface.

Onceyou have created a method you can begin adding instructions to the method. This done by calling
the method addInstruction in the MethodEditor . The method takesan opcode constart as a parameter.
Theseconstarts can be found in the EDU.purdue.cs.bl oat.e ditor .Opcodeinterface. There is an opcode in
this interface corresponding to ead opcode in Java byte-code. It should be noted that valid Java byte-code
must be entered or you will receive a Java runtime error.

The FieldEditor

The FieldEditor is usedto edit attributes of a class. To edit elds of an existing classsimply call the
editField method of the BloatContext . This method takes a Fieldinfo object. This object can be
obtained from the ClassEditor by calling the elds method. This method returns an array of Fieldinfo
objects. This example demonstrateshow to put thesethings together to create a FieldEditor

1 EDU.purdue.cs.bl oat. editor.F ieldl nfo[] fieldinfo =
2 classEditor.fie  1ds() ;
3 EDU.purdue.cs.bl oat. editor.F ie ldEditor fieldEditor =
4 bloatContext.ed it Field (fi eldinfo[0]);
To create a new eld you must use a constructor found in the FieldEditor class. The constructor is
illustrated below:
FieldEditor(
ClassEditoredito T,
intmodifiers,

java.lang.Classt  ype,
java.lang.String  name;

The constructor takesthe ClassEditor for the classyou wish to add an attribute to. Likethe constructor
to create a new method the constructor for the FieldEditor alsotakesa constart to specify a Modi er to
specify whether the attribute is public, private, or protected. The constructor alsotakesa Type constart to
indicate whether the attribute is an int, String, or other possibility. Finally the constructor acceptsa String
to name the attribute.
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Committing  Edits
One Rule To Follow

There is one rule to follow in BLOAT that will save you a lot of pain, after you edit commit. This seems
pretty obvious but there are al lot of methods to commit edits in BLOAT. For instance the ClassEditor |,

FieldEditor , MethodEditor , and the BloatContext all have seweral commit methods. The rule can be
applied asfollowed. If you make an edit with a FieldEditor , or any other editor, call the commit method of

the editor when you have completed editing with that specic editor. The BloatContext 's commit method

can be usedto commit all edits to all class les the BloatContext hasknowledgeof, i.e. any classthat you

have loaded or created through the BloatContext .

Instruction Representation
Op codes

The folks who created BLOAT were nice enoughto create a constart to represen every opcode in the Java
byte-code language. These opcodes can be found in the EDU.purdue.cs.blo at. edito r. Oode interface.

Instructions

You can create an instruction by simply passingan Instruction object an opcode constart form the EDU.
purdue.cs.bloat. editor. Opmde interface.

1  EDU.purdue.cs.bl oat. editor.l nstru ction instruction =
2 new EDU.purdue.cs.bl oat.e ditor .l nstru ction (
EDU.purdue.cs.bl oat.e ditor .Opcode.o pc_astore) ;

w

There are seweral methods in the Instruction classthat test whether the instruction the classrepresens
is a jump or a switch aswell as many other things. Each of thesemethods returns a boolean value basedon
their validity.

Each instruction canbe add to a method or block in a control o w graph. You can do this by calling the
addinstruction  method for either of these objects and passingit an Instruction object.

Adv anced Features
Inlining

Inlining is a fairly straight forward process. Simply create a BloatContext and load your classesas usual.
You will now needto create an Inline object. The constructor for the object takesa InlineContext and
an integer as a parameter. There are no special stepsfor obtaining an InlineContext the BloatContext
already implemerts this interface. The integer determinesthe maximum number of instructions a method
can grow to.

1 EDU.purdue.cs.bl oat. inl ine.l nline inline =
2 new EDU.purdue.cs.bl oat.i nline.l nline (bloatContext, 20);

To actually inline a method you must call the inline method of the Inline class. This method takesa
MethodEditor as a parameter. Refer to the section on MethodEditor sif you do not already know how to
create one. Once the method is called the inlining is complete:

1 EDU.purdue.cs.bl oat. inl ine.l nline inline =
2 new EDU.purdue.cs.bl oat.i nline.l nline (bloatContext, 20);
3 inline.inline(me  thodEditor);
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There are someextra features that can be used during inlining. Using the method maxCallDepth you
can specify with an integer the maximum number of nested method calls inlined. The inlining process
can be rather time consuming. Bloat attempts to remedy this by providing a method, setMaxInlineSiz e,
that sets the maximum size method that will be inlined. This sizeis set by passing an integer to the
setMaxInlineSize method.You may also specify whether to inline methods that throw exceptionsor not.
This is simply set passinga boolean value to the method setinlineExcept io ns. Note that if you needto
useone thesefeatures you must call one of these methods prior to calling the inline method.

int size = 25;

int depth = 3;

boolean flag = true;
inline.setMaxInl  in eSze (size);
inline.setMaxCal IDepth( depth);
inline.setlnline Excepti ons(f la g);
inline.inline(me  th odEditor);
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Class Hierarc hy

It maybe of someinterest to understand or manipulate the classhierarchy of a class. The rst stepin this
processis to load all classesin the hierarchy using your current BloatContext . The BloatContext must
rst have knowledge of all of the classrelevant to the hierarchy. Once the classesare load you can extract
information on the hierarchy by calling getHierarchy method found in the BloatContext . The method
returns a ClassHierarchy object. The ClassHierarchy object allows you to view all of the classesand
interfacesin a hierarchy aswell asedit the hierarchy by adding or removing classesan interfaces.

/I Add a class
EDU.purdue.cs.bl oat. editor.Cla ssHerarchy classHierarchy =
bloatContext.ge tHeir archy() ;
String className = "Test";
classHierarchy.a ddClassNamedTest);
/Il extract the Type of classes in the hierarchy:
Collection classes =
classHierarchy. cl asses();
I/l extract Type of classes that implement a specific interface:
Collection classes =
classHierarchy. imple metors (
EDU.purdue.cs.blo at.edit or. Type.SERIALIZABLE);
/I find interfaces a Type of object implements
Collection interfaces =
classHierarchy. in ter faces(
EDU.purdue.cs.blo at.edit or. Type.CLASS);
/I extract subclasses of a Type of object
Collection subclasses =
classHierarchy. subcl asses(EDUpurdue. cs.bl oat. editor.T ype.OBJEQ);
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The ClassHierarchy may also be usedto determine what method will be invoked at any depth in the
hierarchy. Therefore you can determine from where a method is inherited or overwritten.

/I simulates dynamic dispatching:
MemberRefmethodinvoked(
Type receiver,
NameAndTypenethod);

The method takestwo argumerts a Type, which we are already familiar with from previous examples,
and a NameAndTypeThe Type argumert determinesthe receiver of the call. The NameAndTypelasssimply

January 28, 2003 Richard Smith



describesan a method by its name and descriptor. The nameis simply a String and the descriptor describes
the return type of the method using the Type class.

EDU.purdue.cs.bl oat.e ditor .NameArdType(
java.lang.String name,

Type type);

The MemberRefeturned by methodinvoked represerts the method you are interestedin and classfrom
whereit wasinvoked.

//[Putting it all together:
EDU.purdue.cs.bl oat. editor.Cla ssHerarchy classHierarchy =
bloatContext.ge tHeir archy() ;
EDU.purdue.cs.bl oat. editor.N aneArdType nameAndType=
new EDU.purdue.cs.bl oat.e ditor .NaneArdType(
"test",
EDU.purdue.cs.blo at.edit or. Type.STRING)
MemberRefmemRef=
classHeirarchy. meho dl nvoked(
EDU.purdue.cs.blo at.edit or. Type.OBJECT,
nameAndType);
System.out.print  In (memfef);
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Using the ClassHierarchy you may alsodetermine if a method hasbeenoverwritten. Note the previous
example could be usedto determine whereit was overwritten. In order to determine if a method has been
overwritten you must call the methodIsOverrid den method:

boolean methodIsOverrid den(
Type classType,
NameAndTypenethod);

To usethis method you must passit the class Type of where the method residesand a NameAndType
that identi es the method and its return type. The method will return a boolean value basedon whether
the method has beenoverwritten for that classType.

//[Putting it all together
EDU.purdue.cs.bl oat. editor.Cla ssHerarchy classHierarchy =
bloatContext.ge tHeir archy() ;
EDU.purdue.cs.bl oat. editor.N aneArdType nameAndType=
new EDU.purdue.cs.bl oat.e ditor .NaneArdType(
"test",
EDU.purdue.cs.blo at.edit or. Type.STRING)
boolean value =
classHeirarchy. meho dl soverrid den(
EDU.purdue.cs.blo at.edit or. Type.OBJECT,
nameAndType);
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Control Flow Graph (CF G)

Bloat allows a developer to create a cortrol o w graph for any given method. To do soyou simply needto
construct a FlowGraphobject. To createa FlowGraphyou must provide a MethodEditor for the constructor
the FlowGraph.

EDU.purdue.cs.bl oat.c fg .FI owGraph(
MethodEditor method);
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To construct the FlowGraph object doesnot setup the CFG. You must call the initialize method of the

FlowGraph object to create the graph. Once the graph is created you can extract the basic blocks using a
variety of methods. Most of these methods produce a List or Collection of blocks that can be iterated
across. There alsoseweral print  methods to print the CFG in various orderings.

~NOoO oA~ WN P
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/I printing cfg in different  orders
EDU.purdue.cs.bl oat. cfg .FlowGraph cfg =
new EDU.purdue.cs.bl oat.c fg.FI owGraph(meth odEdto r) ;
cfg.preOrder();
cfg.postOrder();
cfg.print();
cfg.printGraph() ;

/I extracting blocks and manipulating blocks:
EDU.purdue.cs.bl oat. cfg .FlowGraph cfg =

new EDU.purdue.cs.bl oat.c fg.Fl owGraph(meth odEdto r) ;
//Blocks returned in trace order:

java.util.List list =
cfg.trace();
for(int  i=0;i<list.size() it ) {
EDU.purdue.cs.b lo at. tr ee. Tree tree =
list.tree();

EDU.purdue.cs.b lo at. edito r. Instr uctio n instruction =
new EDU.purdue.cs.b loat. editor. Instr uctio n(
EDU.purdue.cs.bl oat.e dit or.Opcode.ops_aaload);
tree.addInstruc  ti on(in str uctio n);

}

The above example extracts the blocks from a CFG. It then accesseshe Tree for each Block. A Tree

represers the expressiontree for ead block. Using the tree you can view the instructions contained with
in a Block as well as edit them by adding and deleting instructions. The example above demonstrateshow
to add an instruction.

Trees

Trees were previously introduced in the section on FlowGraph. Tree represens the expressiontree of a

basic block. It consistsof an operand (expression) stack comprised of expressionsand a list of statemerts

cortained in the block. The blocks, as previously mertioned, can be obtained from the FlowGraph. Block
cortains a method called tree that takesno argumerts and returns a Tree. Tree allows you to manipulate
the expressiontree to obtain a Tree. Instructions may be added with the methods below.

o0 WN PR

/I adds an instruction  that does not change control flow
addInstruction(l  nstr uctio n inst)

/l adds an instruction to jump to another Block in the FlowGraph
addInstruction(I  nstr uction inst, Block next)

/l add an instruction  such as ret or astore to invoke a subroutine
addInstruction(l  nstr uction inst, Subroutine sub)

A branch in the CFG maybe labeled using the addLabel(Label) method. To create a label follow the

examplebelow. The index usedin the examplerepresens the labelsin the instruction array. The booleanin

the constructor speci es whether the Label starts a block or not. You may alsoadd a commen to a Label

2
3

by calling the setCommentmethod which takesa string to represert the commert.

/I The index represents represents a unique offset, ..e. its offset
/I in the instruction  array
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int index = 23;

EDU.purdue.cs.bl oat. editor.L abel label = new EDU.purdue.cs.blo at.e dit or.Label( ind ex,fa Is e);
label.setComment (" Hdlo ") ;

System.out.print In (I abel) ;

tree.addLabel(la bel) ;

©~N OO 0N

An additional Stmt can also be added to a Tree using the method addStmt(Stmt stmt) . A Stmt
is the super class of JumpStmt ExprStmt, and PhisStmt. A JmpStmtis a super class of the following:
GotoStmt,IfStmt ,Jsr Stmt. A GotoStmt represerts an unconditional branch to a basic block. The construc-
tor takesa Block asan argumert which represerts the target of the GotoStmt. An IfStmt is a super class
of statemerts in which some expressionis evaluated and one of two branchesis taken. Its subclassesare
I[fCmpStmt and IfZeroStmt . To create an IfCmpStmt the constructor takes5 argumernts. The rst is an
integer that represerts the comparisonoperator the if statemert. Next it takesa left Expr and right Expr.
Finally it takesa Block to jump to whenthe if condition is true and then a Block to jump to if the condition
is false. An IfZeroStmt ewaluatesan expressionand executesone of its two branchesdepending on whether
or not the expressionevaluated to zero. To create a IfZeroStmt you simply use the samearguemert se-
guenceas supplied to a IfCmpStmt. You should take note that a Stmt can not be nestedas Expr can. These
are not all of the Stmt supplied by BLOAT. This is only an introduction into what they o er. Stmts can be
removed from a Tree using the method removeStmt(Stmt stmt) .

SSA (Value Graphs)

A FlowGraph object may alsobe usedto create a value graph. The SSA graph (also called the value graph)
represens the nesting of expressionin a cortrol ow graph. Each node in the SSA graph represerts an
expression. If the expressionis a de nition, the it is labeled with the variable it de nes. Each node has
directed edgesto the nodesrepreserting its operands.

SSAGraphs a represenation of the de nitions found in a CFG in the following form: Each node in the
graph is an expressionthat de nes a variable (a VarExpr, PhiStmt, or a StackManipStmt). Edgesin the
graph point to the nodeswhoseexpressionsde ne the operandsof the expressionin the sourcenode.

This classis usedprimarily get the strongly connectedcomponerts of the SSA graph in support of value
numbering and induction variable analysis.

Nate (One of the Authors of BLOAT) warns: Do not modify the CFG while using the SSA graph! The
e ects of such modi cation are unde ned and will probably lead to nasty things occurring.

1 EDU.purdue.cs.bl oat. ssa.SSAGph ssaGraph =
2 new EDU.purdue.cs.bl oat.s sa.SSAGaph(cf g);

Typ e-Based Alias Analysis (TBBA)

Type-BasedAlias Analysis (TBAA) is usedto determine if one expressioncan alias another. An expression
may alias another expressionif there is the possibility that they referto the samelocation in memory. BLOAT
models expressionsthat may referencememory locations with MemRefExprs There are two kinds of "access
expressions'in Java: eld accesse§FieldExpr and StaticFieldExpr ) and array referenceqArrayRefExpr ).
Accesspaths consist of one or more accessexpressions.For instance, a.bfil.c  is an accessexpression.

TBAA usesthe FieldTypeDecl relation to determine whether or not two accesspaths may refer to the
samememory location.

A static method in the EDU.purdue.cs.bl oat. tbaa. TBAA classmay be usedto do Type-BasedAlias
Analysis.

1 EDU.purdue.cs.blo at.tb aaTBAAca nAi as(Edto rContext context, Expr a, Expr b)

Where the EditorContext represerts the BloatContext and the Expr parametersrepresen expressions.
EDU.purdue.cs.bl oat.t ree.Expr is a an abstract superclass. Its known subclassesare listed below.
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ArithExpr
ArrayLengthExpr
CallExpr

CastExpr
CatchExpr
CheckExpr
CondExpr
ConstantExpr
DefExpr

NegExpr
NewArrayExpr
NewExpr
NewMultiArrayExp r
ReturnAddressExpr
ShiftExpr

StoreExpr
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